Main | spiffer | Sender | Fuzzer | Comparer } Searcher } Filter ] Manager } About }

Global interface configuration Current project
Global interface name Active project HackingStuff (201 #
Bitrate (Bit/s) 500000 = Set active |

¥ Virtual CAN interface  VCAN index

I Check interfaces H Remove vcan0 ]

Min. Loglevel INFO -

INFO: Database.py: CANalyzatOr.Database: connect: 366: Database connection OK

INFO: CANData.py: CANalyzator.CANData: checkVCAN: 134: Detected virtual interface for: vcano

INFO: CANData.py: CANalyzator.CANData: rebuildCANDatalnstances: 379: New CAN interface added: vcan0
INFO: CANData.py: CANalyzator.CANData: checkVCAN: 134: Detected virtual interface for: veanl

INFO: CANData.py: CANalyzatOr.CANData: rebuildCANDatalnstances: 379: New CAN interface added: vcanl
INFO: MainTab.py: CANalyzatOr.MainTab: applyGloballinterfaceSettings: 407: CAN configuration updated
INFO: SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vcan0): toggleSniffing: 160: Started sniffing
INFO: SenderTabElement.py: CANalyzatOr.SenderTab (Sender 1): sendAll: 145: Packets sent successfully
INFO: SenderTabElement.py: CANalyzatOr.SenderTab (Sender 1): sendAll: 119: Started sender thread

INFO: SenderTabElement.py: CANalyzatOr.SenderTab (sender2): sendAll: 119: Started sender thread

INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: validateDataMaskinput: 365: Extended data mask to: XXXXOOOOOX XXX
INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: toggleFuzzing: 184: Started fuzzer thread

INFO: Database.py: CANalyzatOr.Database: saveProject: 663: Project saved

INFO: MainTab.py: CANalyzatOr.MainTab: setProject: 207: Loading project data...

INFO: MainTab.py: CANalyzatOr.MainTab: setProject: 216: Switched project to HackingStuff

Fuzzing, Sending (2 Threads), Sniffing (1 Thread) Global interface: vcan0 Project: HackingStuff

This software project is a result of a Bachelor’s thesis created at SCHUTZWERK in collaboration with
Aalen University by Philipp Schmied (@CaptnBanana).

Please refer to the corresponding blog post for more information.

Why another CAN tool?

Built from scratch with new ideas for analysis mechanisms

Bundles features of many other tools in one place
« Modular and extensible: Read the docs and implement your own analysis mechanisms

Comfortable analysis using a GUI
Manage work in separate projects using a database

Documentation: Read the docs if you need a manual or technical info.

Installing and running:

*« Runsudo ./install_requirements.shalongwithsudo -E ./CANalyzatOr.sh.
This will create a folder called pipenv with a pipenv environment in it.



https://www.schutzwerk.com
https://www.hs-aalen.de/
https://twitter.com/CaptnBanana
https://www.schutzwerk.com/en/43/posts/canalyzat0r/

« Or just use the docker version which is recommended at this time (Check the README . md file

in the subdirectory)

For more information, read the HTML or PDF version of the documentation in the . /doc/build

folder.

Features

+ Now with CAN FD Support

+ Manage interface configuration (automatic loading of kernel modules, manage physical and vir-

tual SocketCAN devices)
« Multi interface support

+ Manage your work in projects. You can also import and export them in the human readable/ed-

itable JSON format
+ Logging of all actions
+ Graphical sniffing
+ Basic support for UDS fuzzing

Main |

Sniffer | Sender | Fuzzer Comparer | Searcher | Filter = Manager | Abo

Projects | Dumps = Known packets | Import/Export

Manage known packets
Add Delete
o 137 Item to remove | ID: 137 Data: ADAD:
Data (* = wildcard)  FFFF Remave
Description
Add
INFC: Filter lab, py: CANalyzatUr.Hiterlab; startsnifferAndAdder: 344: Started sample run

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INF Qs
INFO:
INFQ:
INF Qs
INFO:

FilterTab. py: CAMalyzatOr FilterTab: startSnifferandAdder: 344: Started sample run
FilterTab. py: CANalyzatOr.FilterTab: analyze: 179: Starting to analyze samples
FilterTab. py: CAMalyzatOr.FilterTab: analyze: 212: Finished analyzing
SenderTabElement.py: CANalyzatOr.SenderTab (Sender 1): sendAll: 98: Started sen
SenderTabElement. py: CANalyzatOr.SenderTab (Sender 1): stopSending: 156: Stopj
Database.py: CANalyzatOr.Database: saveProject: 650: Project saved

MainTab.py: CANalyzatOr MainTab: setProject: 187: Loading project data...
MainTab.py: CANalyzatOr. MainTab: setProject: 195: Switched project to Projekty
ManagerTab.py: CANalyzatOr.ManagerTab: addknownPacket: 183; Added known pa
ManagerTab, py: CAMNalyzatOr.ManagerTab: addKnownPacket: 183: Added known pa
SnifferTabElement.py: CANalyzatOr.SnifferTabElement (wcand): toggleSniffing: 146:

WARNING: SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vean0): addPacket: 210

INFO:
INFO:
INFO:
INFO:

+ Managefindings, dumps and known packets per project Ready
« Easy copy and paste between tabs. Also, you can just paste your SocketCAN filesinto a table that

SnifferTabElement.py: CANalyzatOr SnifferTabElement (vcan0): terminateThreads:
SnifferTabElement.py: CANalyzatDr SnifferTabElement (wvcan0): toggleSniffing: 146:
ManagerTab.py: CAMalyzatOr.ManagerTab: removeKnownPacket: 207: Removed ki
SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vcan(): terminateThreads:

Global interface: vcan0 Project: Proje




IKFO: Manage Tab.py: CANa Tt Manage

INF O Macageer Tab pry: CANatyzatln Macuge: Tal;
Manage Tab:
INF O Manager Tab.py: CANatyzatln Marager Tab:

QelDume: 493; Rnithed ading dump dals
gelDume: 443: Loading dump dats...

getDume: 493: Finished leading dumi data

WARNING: CANDAUE £ CANSIyZSI00 CANDALE: parsaSoceitCANLINGS: 266: Invabd SeckalCAN b faimd: Enply ling
ERROR: Manager Tab.py: CANabrratln ManagerTab: cresteDump: 374: Invalid Packet 5ot name

oI e el
5 e T
ﬂg mw_ﬁwm Main | Sniffer | Sender | Furrer | Comparer | Sesicher | Fiter  Managdd | About |
TUD  (LSAIBMSI BTISEN cand LFDASOSEOMAEOINS0D Brjectay Dumps |gKoomm ket ply Knpost o)
AT A IAROIEMEY. BAEIED) cand GLTSRERILINLEDMAL
7183 (LABA2004%2.BABSEE) cand SEFIIONLIGN0N00E ~  Data Longth Dsc
FUM (LBAIBMST BAEMSH cand SFTACHS E retion AumeOna AL 4.2} Daleta durp
I8 {LAROIEAND. BS6ITHN cand SORMATELINS
186 {LANIIBAMNZ BETIEN) cand LITMOBIOMMISMOM ‘A pacist
FUT MR FITETI cand JOREIFOML IBHOMON
ISR ALANNDENAND. OXTISHH o LFDBIOMBHMISIININ
218 {LARIIB4SI. GASHEH cacd SEBEIFOMLIBHOHGIE Update damp
TP (LRI QISR cand BOBMATELIN
91 LARIEMLD GATISNH CanA |FOIBMOIEISINNN
2197 (LABIIBMS2.DUTETO) cand 0BRIFORL 1SN0 Create dump
191 LREASY. G40PELF cand LFCINE]AHMOMOMIN0N
1B (LARETEMEY. GATA) Cond LRFCHBRRSFFFFRFFRFFRFFFFE
2193 (L4BNIBMSI. 0414115 cand LEFCHRALPHSNGETHM1Y Save (o fle
196 (LARETEAMSD.BA1817H cand LBFCIERWGMMAGIGSIFCLE
IO (LARTEMEY BATIT1 cand LEFCHEREMMMMS IR
2198 {LAMIIBAMSY BATREOH cand LBFCIBETABII1GABAISAIIZEL Clear
19 (LRTEMSD. GATEIN) cond LBFCIEBEABE] LIESOORAITE
e {LABDEAAAD. ATRED) cond LRFEVBRSMISHIFFRNIIORIRY
21 LANNIBAMSY.BANITIH chnd LBFCIBEASL10F0LELISEARIN
IHT (LARAHSMAL. GANRL cond 1BFCUMILANS] AR TEHERTT
23 LRSS BAMTE) Cand IBFCISRTRMSARSEBIGAIA | INF 01 Uatabaié oy CANalyzalle Database: tavePackitSetéanData: B13- Reconds saved: 7242
AN HEEM) Choh BOTRNESLINLIDHAL INE: Manasger Tab.py: CANalyzatir ManagerTab: getOume: 443: Loading dump dats...
T LARIZEAND. 4RRS) cand INFC: ManagerTab. fry: CANalyEatls MaragerTab: getDume: 433: Finished lsading dumg data
I e e T a—— WIARNING: CANData.py. CANalyzatOr CAMData: parseSocket CANLInes: 266: Invalid SocketCAN line found: Empty linw
e TARIENAST . G49TAZ) cond GALPEGATON IO Databade py CAMalyzaltr Database: savePacketSetWithData: 815 Reconds saved: 2242
TrEe  LARATBMAD Gibih ) Cond GAESSAMTLFMGIGNE INFC: Mansger Tab.py: CANalyzasln ManagerTob: getDume: 443: Leading dump dats
2 ARAIEN4LD. 0500480 cand ESLATBORLCIARLTCONG KO Manager Tab.pry: CANatyzatir Manager Tab: getDumg: 453: Fintshed loading dump data
e LSRG . MR conll IHIFC: Manager Tab.pry: Cihatyzatiin MasagerTab: geilume: 443: Loading dump dats
1459280451 BENLIH Card SCBBLATELIVS > IHFO: ManagerTab. py: CANalyzatln ManagerTab: getDumg: 493: Antshed loading dump data
LARNIIAS] . GHTEAT) cand SSRESFOHLEGGS0M0O KT C: Manager Tab. pry: CANatyzatin ManagerTab: getDume: 443: Loading dump dats
LASNIBAALY, LATARTE Card LGOI INFO; MansgeeTab.pry: CANSITAt0r MaragerTab; QatDume: 493: Finishid baading dump data
LABAIEASI. LA 1NN Cacd SOBNSFONLIGOMGN " i
INFO: Manager Tab.py: CANalyzatOr ManagerTab: getDumg: 443: Loading dump data.
LASNIBAND, ESBEADD Card LATERERABSISOEFFRIFE
LARNIBHMAY. LIBAITH chnd SCBMATLLIN
LARAIRLD. LAT3ATE cand LFDPOGOOMONON.
LANNIBALY, LNTHRED Conl BOENSFONL LM
1A90IBMAD. 22T2T2H Card LIDMIOIOMMOMIE.
TARNIBSY. 2ARS5LY card GLTEA51ENLETS0ND
LARATEAED, ETTEE cord BRENSFORLimbohibi
1480IB0430. 24BHT0) card 118008

EEEREPEEERE LR

allows pasting Ready Gickal Interiace: veand Project: Projeist
1 Main '|' Sniffer |. Sender | Fuzzer | Comparer '4' Searcher | Filter | Manager | About '.
D - Data Length Description Mode

1D Mask
Diata M:
Min. dat
Interfac
Gap (m:
[

Generat

INFQ; Database.py: CANalyzatOr. Database: connect: 350; Database connection OK

INFO: CANData.py: CANalyzatOr.CANData: checkWCAN: 124: Detected virtual interface for: vcanO

INFO: MainTab.py: CANalyzatOr. MainTab: addVCANInterface: 237: Virtual CAN interface added: wean

INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: validateDataMaskinput: 332: Extended data mask to: AXBXCXDIOOCK
INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: toggleFuzzing: 149: Started fuzzer thread

INFO: SnifferTabElement.py: CANalyzatOr. SnifferTabElement (wcan0): toggleSniffing: 146: Started sniffing

INFO: SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vcan): terminateThreads: 291: Stopped sniffing
INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: toggleFuzzing: 184: Stopped fuzzer thread

INFO: SnifferTabElement.py: CANalyzatOr SnifferTabElement (voand): toggleSniffing: 146: Started sniffing

INFO: SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vcan0): terminateThreads: 291: Stopped sniffing
INFO: FuzzerTab.py: CANalyzatOr.FuzzerTab: validateDataMaskinput: 332: Extended data mask to: AXBXCXDXXXXX
INFO: FuzzerTab.py: CANalyzatOr FuzzerTab: toggleFuzzing: 149: Started fuzzer thread

INFO: SnifferTabElement.py: CANalyzatOr. SnifferTabElement (vean0): toggleSniffing: 146: Started sniffing

INFO: SnifferTabElement.py: CANalyzatOr.SnifferTabElement (vcan0): terminateThreads: 291: Stopped sniffing
INFO: FuzzerTab.py: CANalyzatOr. FuzzerTab: toggleFuzzing: 184: Stopped fuzzer thread

Threaded Sending, Fuzzing and Sniffing Ready Mo global interface selected Project: No project selected
Add multiple analyzing threads on the GUI

Ignore packets when sniffing - Automatically filter unique packets by ID or data and ID

Compare dumps

Allows setting up complex setups using only one window

Clean organization in tabs for each analysis task

Binary packet filtering with randomization




+ Searchforaction specific packets using background noisefiltering
« SQLite support
+ Fuzz and change the values on the fly

Working CAN Adapters

In general, all SocketCAN devices should be compatible. CANalyzatOr has been developed and suc-
cessfully tested in combination with USB2CAN for regular CAN and PCAN-USB Pro FD for CAN FD.

Testing It

You can use the Instrument Cluster Simulator in order to tinker with a virtual CAN bus without having
to attach real CAN devices to your machine.

Troubleshooting

Empty GUI Windows

Please make sure thatthe QT_X11_NO_MITSHM environment variableis set to 1. When using sudo,
please include the —E option in order to preserve this environment variable as follows: sudo -E
./CANalyzatOr.sh.



https://www.8devices.com/products/usb2can
https://www.peak-system.com/PCAN-USB-Pro-FD.366.0.html?&L=1
https://github.com/zombieCraig/ICSim

Fixing the GUI style

This application has to be run as superuser. Because of a missing configuration, the displayed style
can be set to an unwanted value when the effective UID is 0. To fix this behaviour, follow these steps:

+ Quick way: Execute echo "[QT]\nstyle=CleanLooks">> ~/.config/Trolltech
.conf

« Alternative way:

- Install gt4-gtconfig: sudo apt-get install gt4-qtconfig
- Run gtconfig-qt4 as superuser and change the GUI style to CleanLooks or GTK+

« Or use the docker container

License

This project is licensed under the GPLv3.



https://www.gnu.org/licenses/gpl.txt

	Why another CAN tool?
	Installing and running:
	Features
	Working CAN Adapters
	Testing It
	Troubleshooting
	Empty GUI Windows
	Fixing the GUI style

	License

