idapython-cheatsheet
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Cheatsheets and example scripts for IDAPython (7.x and 6.x).

It looks like this:

Some constants User interface Debugger Hooks lDAPy'thon @
BADADDR = BADSEL = OxffffFfffL = Got/ set current position = add_bpt(ea, size=0, type=BPT uzrmn.r) del_bpt(ea}
MAXADDR = 0xFFOO0000 get_screen_ea() | here{) | jumpto(ea} enable_bpt(ea, flag) 9 I ‘
SIZE MAX = OxffffffffL . . ) get_bpt_gty() | get_bpt_ea(n) | H long char void bool iterator

. = GUl-dialogs = mcg[l!sg] warning(msg) - - : - o L _———— More info in modutes af IDA_DIR\python),

Analysis ask_yn(dflt, prompt) | choose_func(title) | get_reg_value(reg) read_dbg_memory(ea, size) Biackward compaiibily: THA_PTI| python' irle_heéds .y

plan_snd_wait(start, snd) Anajzedsngs idaapi.ask_str{dflt, history, prompt} set_reg_value(val, reg) wr:.te_dbg_‘:nemu:y(aa. data) Stl‘uctul‘es

i idaapi.ask_file(doSave, wask, prompt) iata rta - _ X X
auto_mark_range(start, end, 0Typa) = stop_ 22 () | run_to(es) | read dbg o ey = Structurs = 334_struc(idx, name, isUnion)
delete_all segments() step_until ret{) mrd *Structs() del_struc({id) is_union{id)

demangle_name(name, dissbleMask) ./ I'd Search in database

start_process(path, args, sdir)

get_struc_gty() get_struc_by_idx(idx)

f£ind binary(ea, flag, bin, rdx=16)

get_struc_id(name) | get_struc_name(id)

Entry points .cneries() £ind text{ea, flag, row, eol, text) Enums
o ; t_st a t_st t(id, rpt
244_entry(ord, ea, name, makeCode) fmﬂ_mm(!a flag, value} get_enum_qty() | getn_enum(idx) = get_struc_ % (id) | get_struc_cmi(id, rpt)
rename_entry(ord, name) | get entry(ord . oo mamc_r op oo | | -
_eatry( ) fgets ¥(oxd) find_ aaen (ea, fhg) warr o e || get_emum_ 2% (did) 18— i Bt =Structure fisids = get_member_gty(id)
get_entry_ordinal(index) | get_entry gty(} suspop S | =M= stxe e - o ot T
c £ XR find_func_end(ea) get_enum Lo mane (AW} ',4 lget_me er, talid, mO£E)
ross references (XRef) i get_enum member_value(id) | TSP/ got mamber_mame(id, mOEE)
= Codarofs = *CodeRefsTalea, flow) tems g0t _emm_ peemmm (1) |i \ get_member_cmt(id, mOff, rpt)
Anxt naxt : " nevher_name 0 £1 — strarct ekl
ol homsddk  +CodeRefaTrom(ea, flow) e _addr(ea) Sext _not_tail(ea) \ vt 4| set_member_name(id, mOFf, name)
17 . j— et_enum_ id, rpt ~! - ;
Datarefs = *DataRefsTo(ea) . get_item " m:(ea] e siarvend ackde et O wenaar_eot B} R set_member_cmt(id, mOff, cmmt, rpt)
to/from sddr  +DataRefsFrom{ea) | — st} -
get_item_size(ea) fomes o the e o data add_struc_member(id, mame, mOff, flag, e, nbytes, tgt=-1, tdelta=0, rtyp: "
t_it Cea) o dd_st mber(id Off, flag, t nbytes, tgt tdelta=0, rt; EF_OFF32)
=Allcefs = *KrefsTofea, flags=0) Bt pa g, Wexea-BABACDR S aed et i oee T
to/fom st s¥refaFrom(ea, Elags meay _head(ea, BADATERY el_struc_member(id, mOff) ot Gwmh  Smo o aess o R et

o —

*FuncItems(ea) Fuction ilems’ adors ide Y
. . s [ .
S 2o~ rieads(eastione, endsione) S, | idaapi ) Listing, comments, operands
. . . . = Comments = seot_cwt(ea, omnt, rpt)
~idautils ) for most funciions, ¢
Functions ot~ Segments \ ! get_cmt(en, pty e 08 = Listing interaction = e

iterste  *Functions{ea, end)  Mahlwel 7y —_—— ! r I 1- epstiia _ = . .
—over = (_mosia et_segn_attr(ea, ater) | get_segn ® Multitine L e wev oo, win' generate_disasm_line(ea, flags)
functions  ¢t_Tro_func(ea) S~ get_segm ] | get_seg e gat_extra emt{en ) s print_insn_mmem(ea) |TEEmC: |

set_segm_attr(ea, attr, value)
get_name_ea_simple(name) Lineaddmss of name o e o e S o o o e o e o e
get_func_name(ea)

get_func_off_str(ea) ‘funcramssoffses sing

Func. nama ar ampty s7ing ALICH . CORS | PERR . HLINESS
s, oé , Fe

e, Tees , caua

set_func_end(ea, end)
del_fune{ea)

get_segm_name(ea) | selector_by_name(name}
*Seqments()
get_next_seg{ea)

= Manage function =

add_func(ea, end=EADADDR) = iterate over segments

get_first_seg()

= Function comment = pt)

get_func_cmt{
rpt)

set_func_cmt(ea, cmt, A

Read / Write in database

= Manage function attributes =

- i _
get_fune_atte(ea, attr) |”“ T e f byte ) Byt 1
______ - get_wide_ wed(ea) pagch_ 7% (ea, val)
set_func_attr(ea, attr, val) du - dumea (220
amor

get_gword(ea)
= Stack pointer interaction = get_sp_delta(ea) _
add_user stkpnt(ea, delta) get_bytes(ea, size, useDbg=False)

is_loaded(ea ) i byt initislized?

get_spd(ea)

o smed A
= Function frame interaction = vars gs sun
set_frame_size(ea, lvsize, frregs, args) Colors (background)
get_frame_size(ea) Wihole frame get_color{ea, what)
get_frame_regs_size(ea) Rogistes | gy. set_color(ea, what, color)
get_frame lvar size{ea) Losalvars [ fortes) fere =" "l-"____."
s n . N | *1TEN | BaE 1
get_frame_args_size(ea) Amuments | e Lo e |
get_frame_id(ea) IDofluncton Feme siruehire LI | UxBROGER |

* | paman o |
print_operand(ea, n) |wuwriime
a)

nl
‘set_manual_insn(ea, insn)
{qtt_mnnnl_insn( ea)

fneode  dal_extra_cmt(ea, n) eytabpe 3)+3c0kt

update_extra_cmt(ea, n, line) oo

Oepends an arch

1)1 get_operand_value(ea,

get_operand_type(ea,

= Code / data view =

ereats_insn(ea)
Byea Manual

I create_ )% (ea) rapiesantation

qword

- bin
del, ltlms(na, Flagx— , size=1)

dec

= Operand Interpretation =

sign Change sign #
. +oggle_ ™ (ea, n i che

make_axray(ea, n)y AT lniems win ggle_ .. ( Y bt vt s, W)
create_data(ea, flags, size, tid)  Op_Stroff(es, n, stid, delta) oot
BYTE WURD DWORD wa_nb_(eﬁz_ol-ﬁb_l 3 op_enum(ea, n, enmid, serial) ﬂ)ﬂ'lr

T STAUCT FLonT  povece EacksEaL Liw |

[§:5
= Name of code / data =
set_nama{ea, nawe,

op_plain_offset{ea, n, base)
dﬂ_ottut(:n, n, rtype, tgt,
=

*Names(
sn_flags=5N_CHECK)
gtn_flags=0} |

R e

base, tdelta)

e arrs: | osprmasicn o et Japazement

get_name{ea, et e

User-defined
operand get_forced_operand(ea, n)

op_man(ea, n, val}

«Stings=  #Strings() |
get_strlit_comtents(ea, len=-1, sType=0)
ida_bytes.create_strlit(ea,

get_str_typa(ea)

Crpate siring with defaull lobe! e
create_strlit(ea, end)

len, sType)
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Printable versions
PDF

+ English (IDA 6.x and 7.x)
Russian (IDA 6.x and 7.x)

IDAPython 7.x (PNG)

IDAPython 7.x cheatsheet (English)
IDAPython 7.x cheatsheet (Russian)



https://github.com/inforion/idapython-cheatsheet/releases/download/pdf/IDAPython_cheat_sheet_.6x_7x._ENG.pdf
https://github.com/inforion/idapython-cheatsheet/releases/download/pdf/IDAPython_cheat_sheet_.6x_7x._RUS.pdf
https://github.com/inforion/idapython-cheatsheet/releases/download/7.x/IDAPython-7.x_cheatsheet_print_en.png
https://github.com/inforion/idapython-cheatsheet/releases/download/7.x/IDAPython-7.x_cheatsheet_print_ru.png

IDAPython 6.x (PNG)

+ IDAPython 6.x cheatsheet (English)
« IDAPython 6.x cheatsheet (Russian)

Tips & triks & examples
Debugger Hooks

« Work with breakpoints source code

Listing

« Simple transformations in disassembler view source code
+ Make comment to function, using it’s argument source code

Types

« Apply types to functions and data source code
» Work with enums source code

Xrefs

+ Add simple code and data cross-references source code

Miscellaneous

« Parsing Global Descriptor Table (GDT, x86) source code
« Parsing Interrupt Descriptor Table (IDT, x86) source code

Links

+ “The Beginner’s Guide to IDAPython” by Alexander Hanel
+ “Introduction to IDAPython” by Ero Carrera
+ IDAPyHelper - script that helps writing IDAPython scripts and plugins



https://github.com/inforion/idapython-cheatsheet/releases/download/v1.0/IDAPython_cheatsheet_print_en.png
https://github.com/inforion/idapython-cheatsheet/releases/download/v1.0/IDAPython_cheatsheet_print_ru.png
https://github.com/inforion/idapython-cheatsheet/blob/master/debugger_hooks/breakpoints.py
https://github.com/inforion/idapython-cheatsheet/blob/master/listing/disasm_transform.py
https://github.com/inforion/idapython-cheatsheet/blob/master/listing/function_arguments.py
https://github.com/inforion/idapython-cheatsheet/blob/master/types/apply_types.py
https://github.com/inforion/idapython-cheatsheet/blob/master/types/enums.py
https://github.com/inforion/idapython-cheatsheet/blob/master/xrefs/simple_xrefs.py
https://github.com/inforion/idapython-cheatsheet/blob/master/misc/parse_gdt.py
https://github.com/inforion/idapython-cheatsheet/blob/master/misc/parse_idt.py
https://leanpub.com/IDAPython-Book
https://github.com/cyphunk/sectk/blob/master/docs/Software_RE/Ero-Introduction%20to%20IDAPython.pdf
https://github.com/patois/IDAPyHelper
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