List of Sites on Cloudflare DNS (archived)

This is an (archived) list of sites on Cloudflare DNS at the time of the CloudBleed HTTPS traffic leak
announcement. Original vuln thread by Google Project Zero.

Cloudflare has posted a very detailed response, explaining exactly what the implications of this leak
are. It thoroughly explains their language in earlier statements, and | highly recommend reading it
before looking through this list for domains: https://blog.cloudflare.com/quantifying-the-impact-of-
cloudbleed/

DISCLAIMER:

This list is archived and no longer under active maintenance. It may contain stale or inaccurate data
that will not be corrected. Do not link to it from press releases, it is not intended for end-users. If
people want to find it, they can Google it.

This list contains all domains that use Cloudflare DNS, not just the Cloudflare proxy (the affected ser-
vice that leaked data). It’s a broad sweeping list that includes everything. Just because a domain is
on the list does not mean the site is compromised, and sites may be compromised that do not appear
on this list.

Cloudflare has not provided an official list of affected domains, and likely will not due to privacy con-
cerns. I've compiled an unofficial list here so you know where to start searching for sessions to reset
and passwords to change.

Seeissue #127 and issue #87 for additional info about which sites are likely to be affected.

Impact

Between 2016-09-22 - 2017-02-18 session tokens, passwords, private messages, APl keys, and
other sensitive data were leaked by Cloudflare to random requesters. Data was cached by search
engines, and may have been collected by random adversaries over the past few months.

Requests to sites with the HTML rewrite features enabled triggered a pointer math bug. Once the
bug was triggered the response would include data from ANY other Cloudflare proxy customer that
happened to be in memory at the time. Meaning a request for a page with one of those features could
include data from Uber or one of the many other customers that didn’t use those features. So the
potential impact is every single one of the sites using Cloudflare’s proxy services (including HTTP &
HTTPS proxy).



https://blog.cloudflare.com/incident-report-on-memory-leak-caused-by-cloudflare-parser-bug/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1139
https://github.com/pirate/sites-using-cloudflare/issues/127#issuecomment-282385955
https://github.com/pirate/sites-using-cloudflare/issues/87#issuecomment-282372235

“The greatest period of impact was from February 13 and February 18 with around 1 in every 3,300,000
HTTP requests through Cloudflare potentially resulting in memory leakage (that’s about 0.00003% of
requests), potential of 100k-200k paged with private data leaked every day” - source

Host-Origin-HP&t=h—&ia=web (2/25/2017) DuckDuckGo has removed this data

Confirmed affected domains found in the wild: http://doma.io/2017/02/24/list-of-affected-
cloudbleed-domains.html

What should | do?

The most important thing you can do is ask your vendors and sites to reset all their session tokens,
as more response data was leaked than request data, and responses generally contain session tokens
rather than passwords. If websites you use have a button to “log out all active sessions”, use it. Since
sites may be compromised this week due to data discovered in caches, it’s best to also do this again
in a week or two after everything settles down. If websites you use don’t have an option to log out all
active sessions, contact them and pressure them to rotate all their session tokens.

To be extra safe, you may want to check your password managers and change crucial passwords, es-
pecially those on these affected sites. Rotate API keys & secrets, and confirm you have 2-FA set up for
important accounts. This might sound like fear-mongering, but the scope of this leak is truly massive,
and due to the fact that all Cloudflare proxy customers were vulnerable to having data leaked, many
of the extra cautious people out there would rather be safe than sorry.

Theoretically sites not in this list can also be affected (because an affected site could have made an
APl request to a non-affected one).

Methodology

This list was compiled from 3 large dumps of all Cloudflare customers provided by crime-
flare.com/cfs.html, and several manually copy-pasted lists from stackshare.io and wappalyzer.com.
Crimeflare collected their lists by doing NS DNS lookups on a large number of domains, and checking
SSL certificate ownership.

| scraped the Alexa top 10,000 by using a simple loop over the list:

for domain in (cat ~/Desktop/alexa_10000.csv)
if dig $domain NS | grep cloudflare
echo $domain >> affected.txt
end
end



https://news.ycombinator.com/item?id=13719518

The Alexa scrape, and the Crimeflare dumps were then combined in a single text file, and passed
through sort | uniqg. I've since accepted several PRs and issues to remove sites that were un-
affected from the list.

Data sources: - https://stackshare.io/cloudflare - https://wappalyzer.com/applications/cloudflare -

DNS scraper I’'m running on Alexa top 10,000 sites (grepping for cloudflarein results) - https://www.cloudflare.com/ips,
(going to find sites that resolve to these IPs next) - http://www.crimeflare.com/cfs.html (scrape of all

Cloudflare customers) - http://www.doesitusecloudflare.com/

I’d rather be safe than sorry so I’ve included any domain here that remotely touches Cloudflare. Don’t
point end-users to this list please, it has too many false positives to be useful for non-analytical
purposes. I’'m no longer accepting PRs to remove sites from the list, our previous process to remove
sites was error-prone and labor intensive. The list is now in archive mode, consider it defunct. If you
think for some reason this will greatly impact you or your users, DM me on twitter.

Full List

Download the full list.zip (22mb)

4,287,625 possibly affected domains. Download thisfile, unzipit,thenrungrep -x domaintocheck
.com sorted_unique_cf.txttoseeifadomainispresent.

Also, a list of some i0OS apps that may have been affected.

Search Tools

There are several tools out there to search the list, | wont endorse any here due to them having greatly
varying degrees of accuracy. Please do not make user-facing tools to search the list or cross-reference
it with browser history, this list has too many false positives to use for that purpose. You will make
users lose trust in many sites, despite there being less than a 1 in a million chance of them having
data leaked.

Notable Sites

+ authy.com (no leaked data found in several search engine caches)
+ coinbase.com

« bitcoin.de

+ betterment.com

« prosper.com

+ patreon.com



https://github.com/pirate/sites-using-cloudflare/issues/213
https://github.com/pirate/sites-using-cloudflare/issues/213
https://github.com/pirate/sites-using-cloudflare/archive/master.zip
https://www.nowsecure.com/blog/2017/02/23/cloudflare-cloudbleed-bugs-impact-mobile-apps
http://authy.com
https://www.authy.com/blog/security-notice-authy-response-to-cloudflare-cloudbleed-incident/
http://coinbase.com
http://bitcoin.de
http://betterment.com
http://prosper.com
http://patreon.com

bitpay.com

news.ycombinator.com

producthunt.com

medium.com

4chan.org

yelp.com

okcupid.com

zendesk.com (Zendesk post and updates | no leaked data found)
uber.com

poloniex.com

localbitcoins.com

kraken.com

23andme.com

curse.com (and some other Curse sites like minecraftforum.net)
counsyl.com

tfl.gov.uk

myaccount.nytimes.com

technicpack.net

cloudflare.com

blockchain.info

discordapp.com (affected)

digitalocean.com (no leaked data found in several search engine caches)
namecheap.com (no leaked data found in several search engine caches)
glassdoor.com (no leaked data found in several search engine caches)
transferwise.com (no leaked data found in several search engine caches
vultr.com (no leaked data found in several search engine caches)
fastmail.com (not affected, #2)

1password.com (not affected)

Alexa Top 10,000 on Cloudflare DNS:

upwork.com
codepen.io
fiverr.com
thepiratebay.org
extratorrent.com
getbootstrap.com
jquery.com



http://bitpay.com
http://news.ycombinator.com
http://producthunt.com
http://medium.com
http://4chan.org
http://yelp.com
http://okcupid.com
http://zendesk.com
https://support.zendesk.com/hc/en-us/articles/115003535408
http://uber.com
http://poloniex.com
http://localbitcoins.com
http://kraken.com
http://23andme.com
http://curse.com
http://minecraftforum.net
http://counsyl.com
http://tfl.gov.uk
http://myaccount.nytimes.com
http://technicpack.net
http://cloudflare.com
http://blockchain.info
http://discordapp.com
https://blog.discordapp.com/safety-jim-psa-cloudflare-security-issue-77a4ecc48298
https://digitalocean.com
https://www.digitalocean.com/company/blog/digitalocean-your-data-and-the-cloudflare-vulnerability/
http://namecheap.com
https://status.namecheap.com/archives/30660
http://glassdoor.com
https://twitter.com/Glassdoor/status/835238343822589952
https://transferwise.com
https://transferwise.com/gb/blog/transferwise-cloudflare
http://vultr.com
https://github.com/pirate/sites-using-cloudflare/issues/130
http://fastmail.com
https://twitter.com/FastMail/status/834939787924557824
https://news.ycombinator.com/item?id=13720050
http://1password.com
https://discussions.agilebits.com/discussion/comment/356869/#Comment_356869
http://upwork.com
http://codepen.io
http://fiverr.com
http://thepiratebay.org
http://extratorrent.com
http://getbootstrap.com
http://jquery.com

laravel.com
laracasts.com
seriouseats.com
bitdefender.com
ziprecruiter.com (no leaked data found in several search engine caches)
glassdoor.com
pastebin.com
fitbit.com
discordapp.com
change.org
feedly.com (affected)
irccloud.com
000webhost.com
1001freefonts.com
101greatgoals.com
10minutemail.com
123telugu.com
1lhhhh.net
ljux.net

lnews.az
1sale.com
1stwebdesigner.com
24horas.cl
24sata.hr
2ch-c.net

2ch.hk

2ch.net

2ip.ru
3bmeteo.com
4chan.org
4dsply.com
4pda.ru
4tube.com
5giay.vn
800notes.com
96down.com
abidjan.net
abs-cbnnews.com
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adafruit.com
add-anime.net
addicted2success.com
addictinginfo.org
addmefast.com
addtoany.com
adf.ly

adfoc.us
ads-id.com
adult-empire.com
advfn.com
adxpansion.com
aflam4you.tv
aflamneek.com
aftabir.com
agilebits.com
ahlamontada.com
ahlynews.com
ahnegao.com.br
aitnews.com
aksam.com.tr
aktifhaber.com
al-akhbar.com
alegt.com
alexaboostup.com
alfajertv.com
alfavita.gr
alhilal.com
alison.com
alistapart.com
aljaras.com
allanalpass.com
all.biz
allkpop.com
allmyvideos.net
alltop.com
almaany.com
almasryalyoum.com
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almesryoon.com
alnaharegypt.com
alphacoders.com
alrakoba.net
alternativeto.net
alternet.org
alwafd.org
alwatanvoice.com
alweeam.com.sa
amadershomoybd.com
amarujala.com
amino.dk
anandabazar.com
androidauthority.com
androidcentral.com
androidpolice.com
angloinfo.com
anime44.com
animeflv.net
animeid.tv
animenewsnetwork.com
anipo.jp

anitube.se

ann.az
annunci69.it
antarvasna.com
antena3.ro
antyweb.pl

any.gs

ap7am.com
apherald.com
apne.tv
aporrea.org
appadvice.com
appbrain.com
appstorm.net
arabsh.com
archive.is
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argentinawarez.com
arioo.com
aristeguinoticias.com
armorgames.com
arouraios.gr
articlesnatch.com
ashleymadison.com
ashleyrnadison.com
atlas.sk
attracta.com
atwiki.jp
authorstream.com
avaaz.org

avaz.ba
avazutracking.net
avito.ma

avito.ru (confirmed by @toogle from Avito.ru as not affected)
avn.info.ve
azertag.com
aznews.az
azyya.com

bl.org

bab.la

babyoye.com
backlinks.com
bakufu.jp
bancdebinary.com
banglanews24.com
barstoolsports.com
bbspink.com

bc.vc

bdr130.net
beeg.com
behindwoods.com
belboon.com
bestblackhatforum.com
bezaat.com
bicaps.com
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bigrock.in
bikroy.com
billiger.de
billionuploads.com
binaryoptionsnewbies.com
binsearch.info
bitcoincharts.com
bitshare.com
bitsnoop.com
bizsugar.com
blackhatteam.com
blackhatworld.com
blankrefer.com
bleepingcomputer.com
blekko.com
blinklist.com
blip.tv
blockchain.info
blogcatalog.com
blogfa.com
blogs.com
boards.ie
boo-box.com
boxden.com
boxingscene.com
brainpickings.org
brainyquote.com
brandyourself.com
brasil247.com
briian.com
broadwayworld.com
bronto.com
brooonzyah.net
brusheezy.com
btc-e.com
bubblews.com
bufferapp.com
bukkit.org
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burbuja.info
burnews.com
business2blogger.com
businessforhome.org
buzztheme.net
camplace.com
cancan.ro
careers360.com
car.gr
catracalivre.com.br
cbox.ws

cda.pl

cedarab.com
celebuzz.com
charter97.org
chatrandom.com
cheathappens.com
chinavasion.com
chomiku;j.pl
christian-dogma.com
cimadu.com
ciudad.com.ar
ck101l.com
clasicooo.com
classifiedads.com
cleanfiles.net
clickbank.com
clickbank.net

clip.vn

clixsense.com
cloudflare.com
clubedohardware.com.br
cmse.ru

codepen.io
codeschool.com
coinbase.com
col3negoriginal.lk
colourlovers.com
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comicbookmovie.com
compucalitv.com
copacet.com
cpalead.com
cpasbien.com
cpasbien.me
crackberry.com
creativecommons.org
cricfree.tv
crictime.com
crocko.com
crosswalk.com
crunchbase.com
crunchyroll.com
cs-cart.com
cssdeck.com
cucirca.eu
curse.com
cyanogenmod.org
cyberchimps.com
cyberpresse.ca
dailycaller.com
daisycon.com
dangerousminds.net
dardarkom.com
dashnet.org
davidicke.com
davidwalsh.name
dawanda.com
dawn.com
del0.com.mx
deadline.com
defaultsear.ch
defencenet.gr
definebabe.com
demandforce.com
demotywatory.pl
deperu.com
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desidime.com
designboom.com
designfloat.com
designtaxi.com
desirulez.net
desi-tashan.com
desitorrents.com
desmotivaciones.es
destructoid.com
deutsche-wirtschafts-nachrichten.de
dev-point.com
dhakatimes24.com
diariocontraste.com
diariodemorelos.com
diario.mx

diary.ru
dicelacancion.com
diffen.com
digikala.com
digitalocean.com
digital-photography-school.com
digitalpoint.com
discuss.com.hk
divxplanet.com
divxstage.eu
dizi-mag.com
djmaza.info
dlink.com
dl-protect.com
dnevnik.hr
doba.com
doisongphapluat.com
doityourself.com
doostiha.ir
dostor.org
dota2lounge.com
downloadatoz.com
downloadming.me



http://desidime.com
http://designboom.com
http://designfloat.com
http://designtaxi.com
http://desirulez.net
http://desi-tashan.com
http://desitorrents.com
http://desmotivaciones.es
http://destructoid.com
http://deutsche-wirtschafts-nachrichten.de
http://dev-point.com
http://dhakatimes24.com
http://diariocontraste.com
http://diariodemorelos.com
http://diario.mx
http://diary.ru
http://dicelacancion.com
http://diffen.com
http://digikala.com
http://digitalocean.com
http://digital-photography-school.com
http://digitalpoint.com
http://discuss.com.hk
http://divxplanet.com
http://divxstage.eu
http://dizi-mag.com
http://djmaza.info
http://dlink.com
http://dl-protect.com
http://dnevnik.hr
http://doba.com
http://doisongphapluat.com
http://doityourself.com
http://doostiha.ir
http://dostor.org
http://dota2lounge.com
http://downloadatoz.com
http://downloadming.me

downloads.nl
dpstream.net
drakulastream.eu
dramasonline.com
dreamamateurs.com
dreamincode.net
dreamteammoney.com
dreamtemplate.com
droid-life.com
drudgereport.com
dryicons.com
dsdomination.com
duedil.com
dumpert.nl

dx.com
eatlocalgrown.com
ebs.in
e-cigarette-forum.com
econsultancy.com
edublogs.org
e-estekhdam.com
efukt.com
egaliteetreconciliation.fr
egyup.com
el-ahly.com
elance.com
el-balad.com
elbilad.net
elbotola.com
eldia.com.ar
elephantjournal.com
elespectador.com
elfagr.org
elheddaf.com
elitepvpers.com
elitetorrent.net
elkhabar.com
elpais.com.uy
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elshaab.org
elwatannews.com
el-wlid.com
emailmeform.com
emoneyspace.com
e-monsite.com
encuentra24.com
englishforums.com
enjoydressup.com
enwdgts.com
epidemz.net
erepublik.com
ero-advertising.com
ethnos.gr

etxt.ru
excellentbux.net
expatriates.com

experts-exchange.com (no leaked data found in several search engine caches)

explosm.net
express.com.pk
express.pk
extabit.com
extratorrent.cc
extratorrent.com
eyny.com
ezilon.com
eztv.it
fabthemes.com
fakenamegenerator.com
fakku.net
fanpop.com
fansided.com
fansshare.com
fanswong.com
fantasy8.com
fap.to
fatakat.com
feedio.net
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