Overview

uEmu is a tiny cute emulator plugin for IDA based on unicorn engine.

Supports following architectures out of the box: x86, x64, ARM, ARM64, MIPS, MIPS64

[ ] o IDA - firmware.bin /firmware.bin
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Function name IDA View-A "eo
ROM:000000080000014C
7] sub_800000000 ROM:000000080000014C var_s0 =0 '
ROM:000000080000014C
SUb—800000110 ROM:000000080000014C STP X29, X30, [SP,#-0x10+var_s0]!
sub_80000014C ROM:0000000800000150 MOV X29, sP
ROM:0000000800000154 CMP X0, #0
sub_8000001C4 ROM:0000000800000158 B.EQ loc_800000198
ROM:000000080000015C ADD X1, X0, #0x14
sub_800000218 .
ROM:0000000800000164 AND X1, X1, #OXFFEFEF
'ROM:0000000800000168 ADD X0, X0, X1
ROM:000000080000016C ADD X0, X0, #7
ROM:0000000800000170 AND X0, X0, #0XFFFFFFFFFFFFFFF8
ROM:0000000800000174 CMP X0, X
'ROM:0000000800000178 B.CS loc_800000188
ROM:000000080000017C
ROM:000000080000017C loc_80000017C ; CODE XREF: sub_80000014C+4043j
ROM:000000080000017C MoV se, x29

00000160 0000000800000160: sub_80000014C+14 (Synchronized with Hex View-1)

uEmu CPU Context 00 UEmu Memory [ Stack ] 0eQ
CPU context at [ 0x800000150: MOV X29, SP | Memory at [ 0x80032FF80: 128 byte(s) ]
X0: X17: 012 3456 7
X1: 100 X18: 00080032FF80: 00 00 00 00 00 00 00 00 00 00 O
x2: X19: 00080032FF90: 00 00 00 00 00 00 00 00
X3: X20: 00080032FFA0: 00 00 00 00 00 00 00 00
X4t X211 00080032FFB0: 00 00 00 00 00 00 00 00
X5: X22: 00080032FFC0: 00 00 00 00 00 00 00 00
X6: X23: 00080032FFDO: 00 00 00 00 00 00 00 00
X7t X241 00080032FFE0: FO FF 32 00 08 00 00 00
X8: X25: 330000 00080032FFF0: 00 00 00 00 00 00 00 00
X9: X261 310000
X10 x27
X11: x28: 310000
X12: PC 150
X13: sp: 32FFEQ
X14: FP: 32FFFO
X15: LR: 124
Line 10of 5 o 0
Output window 00 uEmu Control =N - W <]
[uEmu]: Emulation started
[uEmu]: Mapping segments. ..
[uEmu]: * seg 10000]
[uEmu]:  map 1> 1 1
[uEmu] : cpy 1
[uEmu]: map [ 1 >0 1 Start Run Step Stop
Python

AU: idle  Down Disk: 80GB )

What is it GOOD for?

« Emulate bare metal code (bootloaders, embedded firmware etc)
« Emulate standalone functions

What is it BAD for?

« Emulate complex OS code (dynamic libraries, processes etc)
« Emulate code with many syscalls




What can be improved?

+ Find a way to emulate vendor specific register access (like MSR S3_x, XO for ARM64)
+ Add more registers to track

Installation

Configure IDAPython via idapyswitch
brew install unicorntoinstall Unicorn binaries

« pip install unicorntoinstall Unicorn python bindings
UseFile / Script file...orALT+F7inIDAtoload uEmu.py

Optionally uEmu can be loaded automatically as IDA plugin. In this case putitinto [IDA]/Plugins folder
and change USE_AS_SCRIPT to False inside uEmu.py

Features
Popup Menu

V% Xrefs graph to...
B\ Xrefs graph from...

I o

Font... Run
Step ANATS
Stop
Reset
Jump to PC AN A

Change CPU Context

Show Controls

Show CPU Context

Show CPU Extended Context
Show Memory Range

« Start command initializes emulator by mapping all segments and setting up Unicorn
« Run command emulates instructions until breakpoint is reached or error occurs

« Step emulates one or N instruction (hold ALT/OPTION to specify a number)

«+ Stop interrupts emulation

+ Reset resets emulation engine and unmaps all memory regions

+ Jump To PC simply jumps to current PC

« Set PC moves PC to cursor

« Itis possible to Update CPU Context manually or via JSON file (see below)



https://github.com/idapython/src/blob/master/README_python3.txt

Show Controls displays window with Start/Run/Step/Stop buttons

Show CPU Context displays window with available registers

Show CPU Extended Context displays window with extended registers (FP/SIMD)
« Show Stack displays window with current Stack

Show Memory Range allows to display specific memory region

Start

Start emulation from cursor. It is necessary to provide initial CPU context first (see Update CPU Con-
text) After that all segments from IDA database will be mapped to emulator (initialized data will be
copied as well).

Execute code until code or memory breakpoint is reached or there is an event which requires user
action.

Step

Perform a single step execution. Hold ALT/OPTION to specify number of steps to perform.

@ ® Please enter a number

Enter Step Count

Input 5 "

Cancel | Lo

Stop

When emulation is in progress this command can be used to interrupt execution.

Reset

Resets emulator instance and unmaps all memory regions.




Breakpoints

You can use IDA breakpoints to indicate locations where emulation should be interrupted. This in-
cludes code and memory breakpoints. Usually used together with Run command.

Runtime actions

Unmapped memory When emulator needs to access memory which is not yet mapped, plugin will
show a following dialog.

Do you want to map it?
YES - Load Binary
NO - Fill page with zeroes
Cancel - Stop Emulation

o Memory [804001038] is not mapped!
°(

Cancel No Yes

+ Press YES to provide memory dump to be loaded to memory.




[ JON ) % Map Binary File

| fmemary_dump.bin

MOTE: Region MUST cover 0x804001038

Address: 0x804001000
Data Offset: 0x0
Data Size: 0x310000 Total: 3211264 (0x310000)

+ Press NO to map one empty page (0x1000) filled with zeroes
+ Press Cancel to stop emulation

Unknown instructions When emulator runs into unknown instruction it is possible to skip it and

restore CPU context manually.

m Unhandled exception:
/« Unhandled CPU exception (UC_ERR_EXCEPTION)
] at:
® 0x8010F89C0: MSR #0, c15, c0, #0, X1

Do you want to skip this instruction?

Cancel No Yes

Views

Controls Just a panel to control execution.




e @ uEmu Control

Start Run Step Stop
CPU Context Current CPU context.

e @ uEmu CPU Context
CPU context at [ O0x8B0000019C: LDR X1, [X1] ]
X0: Ox0000000000000000 ¥12: 0x0000000000000000 X24: 0x0000000000000000
Xl: Ox0000000800000108 X13: 0x0000000000000000 X25: 0x0000000800330000
X2: 0x0000000000000000 X14: 0x0000000000000000 X26: 0x0000000800310000
X3: Ox0000000000000000 X15: 0x0000000000000000 X2T7: 0x0000000800000000
¥d: Ox0000000000000000 L AR T X28: 0x0000000000310000
X5: 0x0000000000000000 Synchromze with » 3 PC: 0x000000080000019C
X6: Ox0000000000000000 ) SP: Ox000000080032FFEQ
X7: Ox0000000000000000 bl FP: 0x000000080032FFEQ
X8: 0x0000000000000000 1 Column ) LR: 0x0000000800000124
X9: 0x0000000000000000 2 Col ] NECW: 0x0000000060000000
X10: 0x0000000000000000 olumns )
Alls p

Every time emulation stops, changed registers will be highlighted. Registers can be displayed in 1, 2

0x0000000000000000 3 Columns

Change Context

or 3 columns via popup menu.

Itis possible to update CPU context via popup menu (see below).

CPU Extended Context

Current CPU Extended context.

uEmu CPU Extended Context

CPU Extended context at [ @x1@8414: REV64 V6.16B, V6.16B |

0e:
01:
Q2:

011:
012:
013:
014:
015:

BxD687B3C5651651AD3268396F271541BF
BxBAFABR728B974BDEFE4340980568601C
@xBSEGEDBCOAT1584F1BBD251E3B66CEA3

: BxDB524011116882BAS5CDFAG3EGFE487E
: BxABD5B@38134B151AEBET5611FBA39420
: BxBF1B12F1F78E3FA390D@@FDA328FAED3
: Bx14C732EFBBYEASERIDSBE3TFSE2898BA
: Bx471530BABR@3BA4DCBFC2CC5028B7CA9
: BxBA0RARERENERRREARARARAABARDNBERA
1 @xee
i Bxee

2xppoe0eelRlRe0AGERRRARA0ARRORAGRD
Bx0a
2x00
EGLELLEEE LR L T BT
2xppoe0AeeRARARAEERRARAAARRORACRD

016: PxPOEIPANAPOACAAPANDDORABARBADDERR
017: PxPOEEDARAROEEAARARADOEARARARDBRRA
018: 0x000@PE00O0AERALARDDORROOAEA000RE
29002000 0E20200000RRR

>Rl @900000000200000000R0
2 Columns 600000ADBARADEAARACAD
3 Columns 0000A0000RV0000000000

Change Context

Font...

27T
28:
029:
03n:
031:

egfeaoanacenoeedROGRR
@apeacapoeenooeenooRe
eppeaoRneeeRRRRRRBERR
egpeagapoarpoReRRRRRR
exhpeooaeerRAeO0cReRARRRARROR0GRR
[RGLELER LR EERER EEREEREEEERE L
2x0000000200A00000000NARRRD0RRRGERR
[EGLELREEERREEEREL EER LRI
exfpeonacernaea0ERERRARRRARRRRAGRR




Every time emulation stops, changed registers will be highlighted. Registers can be displayed in 1,2
or 3 columns via popup menu.

Itis possible to update CPU context via popup menu (see below).

Memory Use this view to observe memory regions for specified address and size. Comment will be
displayed in a title for convenience.

® @ R show Memory Range
Specify start address and size of new memory range.

Address: 0x80032FFF8D k4 size: 128 |

Comment: Stack ﬂ

Cancel Add

Every time emulation stops, changed memory blocks will be highlighted.

® ® uEmu Memory [ Stack ]
| Memory at [ 0xBO032FFEO: 128 byte(s)

6 7 8 9 A B CDE F
0 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 00 00 00 00 00 00
0 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 00 00 00 00 00 00

0 00 00 &8 00 00 0O 08 00 00 0

Update CPU Context

Register Values can be changed individually or all at once with JSON file via popup menu. Current
context can also be saved in JSON file for future use.




[ JoN | uEmu CPU Context

Register Value

Ox0
X1 Load CPU Context ~Ins
X2 Save CPU Context ~®
X3 Edit Register Value SF
X4 Copy #C
X5 Copy all ~{tIns
X6
X7 W Quick filter ~F
X8 S Modify filters... ~OF
X9 0x0
X10 0x0
X11 0x0

Help Search Cancel m
' Line 10f 34
T —
[ BoN | ¥ Register Value
@ ® Q Register Value Enter hex value for [ QO ]
Enter hex value for [ X11] High:  0x1122334455667788
|0x800000108 Low: | 0x99AABBCCDDEEFFO0
Cancel m Cancel m

Main Plugin Menu

Apart from all the functions listed in Popup Menu, there are couple of new commands.




Run

Step AN S
Stop

Reset

Jump to PC AN

Change CPU Context

Show Controls

Show CPU Context

Show CPU Extended Context
Show Memory Range

Show Mapped Memory
Fetch Segments

Load Project
Save Project
Settings

Unload Plugin

Show Mapped Memory Display all mapped regions. Use popup menu to display memory for par-
ticular region or dump it to afile.

o [ ] uEmu Mapped Memory
Start End Permissions
0xB00000000 0xBO030FFFF WX
0x80032F000 OxBOO32FEEE _____ rwy
Dump To File R P-4
Show “~E
Copy #C
Copy all ~{tIns
W Quick filter ~F
Nii Modify filters... ~4OF
Help Search Cancel m
Line 2 of 2

Fetch Segments This command tries to sync IDA segments with mapped memory by creating new
mappings or merging with existing ones if possible. This helps to add new IDA segments to emulator
in runtime without restarting emulator.

Load Project Load uEmu state from file.




Save Project Save uEmu state tofile. Please note that only registers defined in a plugin are saved.

Settings

+ Follow PC scrolls IDA View to current PC during emulation

+ Convert to Code automatically is IDA data under cursor is not code

+ Trace instructions prints every instruction emulator is executing

+ Lazy mapping adds pages on demand instead of maping all existing regions on start

® O uEmu Settings

Follow PC
Convert to Code automatically
Trace instructions

cancel  (IEZH

Extensions

It is also possible to add new functionality or build your project on top of uUEmu using extension sys-
tem.
Please find description with example here

+ crauEmu - extension for developing and analyzing payloads for code-reuse attacks.
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./Extensions/README.md
https://github.com/DSecurity/crauEmu
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